CREATING A CLOUD
MIGRATION STRATEGY FOR
PRINT INFRASTRUCTURE
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INTRODUCTION

INTRODUCTION
Organizations undergoing digital
transformations often need to take
a step back and assess their tools,
systems, and workflows before
proceeding with changes.
The process can be complex,
and since it’s unique to each
organization, there’s no one-sizefits-all solution or roadmap to
follow.
Migrating services to the cloud is
an essential part of a company’s
tech evolution that comes with
challenges, and business leaders
face important questions about
how best to make the jump
without disrupting productivity or
compromising security.
This ebook will discuss what
companies can do to prepare to
migrate their networked print
services to the cloud, including
reasons to make the switch and
considerations for companies in
the planning stages. It also includes
actionable insights into successful
companies’ key steps as they
implement their cloud migration
strategy.
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WHY MIGRATE YOUR PRINTING TO
THE CLOUD?

THE ADOPTION RATE OF
CLOUD SERVICES HAS
EXCEEDED ANALYSTS’
EXPECTATIONS.

Cloud computing has changed the way we do
business. It has shifted onpremises
capabilities to a remote, third-party location,
eliminating much of the hardware and software
that companies have to pay to maintain and
upgrade. As a result, companies have been
eager to make cloud migration a priority and a
2020 IDC survey found that it was the primary
strategic investment among organizations
making digital transformations.2

GARTNER ESTIMATES
THAT GLOBAL END-USER
SPENDING ON PUBLIC
CLOUD SERVICES WILL
EXCEED $480 BILLION IN
2022.1

There are many ways to approach print
migration to the cloud, so it’s essential to think
about what is motivating this desire to change,
such as:
• Reducing infrastructure, IT complexity, and
maintenance costs
• Creating flexible, scalable, and high
availability solutions
• Supporting an increasingly remote and
mobile workforce
• Enhancing data and document security
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ELIMINATING
ON-PREMISES PRINT
INFRASTRUCTURE
Legacy print infrastructure can be a significant barrier
to digital transformation projects. As organizations shift
more on-premises applications to the cloud, print is a key
process that organizations are increasingly considering for
cloud migration.
Shifting print infrastructure to the cloud can eliminate
much of the ongoing maintenance costs—managing
servers and print drivers, for example—and centralizes the
management of printing within an organization, helping IT
increase operational efficiency and drive down costs. IDC’s
global study found that 79% of companies are investing in
cloud infrastructure to make this happen.3

INCREASING
SCALABILITY AND
AVAILABILITY
Web-based administration makes it easy for administrators
to manage their entire print environment via a web
browser, behind a single pane of glass. A welldesigned
cloud platform will also offer scalability and flexibility to
adjust to evolving organizational needs and provide the
high availability required by large enterprises. It will offer IT
staff the ability to quickly add new devices or capabilities
like mobile or secure release to evolve with business needs.
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SUPPORTING A REMOTE AND
HYBRID WORKFORCE
Work habits are evolving, with remote and
hybrid work arrangements becoming more
common. Employees are no longer constrained
by traditional offices or work hours, which
means businesses have to rethink many
aspects of their office and the physical
equipment employees use to do their jobs.
Studies have suggested that smartphone
and tablet users print even more often.4 IDC
predicts mobile workers will make up 60% of
the total U.S. workforce by 2024.5

DESPITE INCREASED
CONNECTIVITY AND THE
PROLIFERATION OF MOBILE
DEVICES THAT ALLOW
EMPLOYEES TO ACCESS
DOCUMENTS ON THE
GO, PRINTING REMAINS
CRUCIAL TO THE MOBILE
WORKFORCE.

Ease of use is critical to getting employees
to maintain productivity. Of course, a hybrid
workforce presents plenty of challenges to
printing, specifically. By migrating printing
to the cloud, companies can enable their
workforce to print wherever they work,
regardless of location, while offering far more
options when it comes to enhancing security.

ENHANCING SECURITY AND
COMPLIANCE
Making it easy to print from anywhere is an obvious benefit to productivity—but not if it
compromises company data security. Printers are often a neglected component of a company’s
overall security strategy. However, networked printers can present dangerous cybersecurity risks if
proper measures aren’t taken.
Many organizations are adopting a zero trust security strategy, in which all users and devices are
seen as potential threats, print devices included.6 That means no person or device can gain access to
network resources without first proving the required level of security and authorization. It may sound
like a step too far, but IBM’s 2021 Cost of a Data Breach study revealed that the average cost of a
single breach is $4.24 million.7
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KEY CONSIDERATIONS FOR
SELECTING A CLOUD SOLUTION
Regardless of what systems IT professionals are migrating to the cloud, they can expect to
encounter challenges. A Deloitte Insights survey found that 47% of IT executives said the “cloud is
more complex than they expected.”8 In many cases, these executives will tap technology companies
to provide cloud management services to ease the transition, help them develop the correct
approach based on their desired result, and apply tools to ease the transition.
Here are some key considerations that companies should take into account before selecting and
implementing a cloud-based print management solution:

Driving IT Productivity

Offering a Seamless Printing
Experience to All Workers
KEY CONSIDERATIONS
THAT COMPANIES
SHOULD TAKE INTO
ACCOUNT

Enhancing Security

Complying with Evolving
Data Requirements

Gaining Insights to
Optimize Print
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DRIVING IT
PRODUCTIVITY
It’s crucial for management to consider their
current print environment and IT department’s
capabilities before committing to a cloud
migration strategy. The
ability to eliminate print servers may not be
enough of a reason to migrate to the cloud.
However, the value of the project goes up
when it’s clear that it will reduce
the burden on an IT department, freeing them
up for other priorities.
Some of the critical questions an organization
needs to answer before taking the
leap include:
• What does my current print environment
look like?
• What devices do employees use to print
(PCs, Macs, mobile devices)? Are these
devices all managed by the company?
• Should the company try to support a bringyour-own-device (BYOD) printing strategy?
• Will your new system support existing
systems such as unified single signon (SSO)
login? And how will it impact your security
strategy?
• Do you plan on enabling guests or contract
workers to print?
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PROVIDING A SEAMLESS PRINTING
EXPERIENCE TO ALL WORKERS
With so many employees working outside the office indefinitely, companies planning a cloud
migration strategy for print need to address the needs of their remote employees. In this case,
the cloud strategy should allow secure printing from any network or platform, including mobile
devices—while minimizing IT burden. Supporting mobile and remote workers impacts the
productivity of an IT department since it may lead to increased Help Desk calls for support on
personal printers the IT staff is unfamiliar with.
Of course, one of the big challenges companies face when trying to give employees easy access to
print resources, especially offsite, is the security challenges that may result. That’s why IT leaders
must be involved in conversations with cloud migration service providers regarding balancing
employee convenience and company security.
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GAINING
INSIGHTS TO
OPTIMIZE
PRINT
Cloud printing platforms collect
valuable data and provide the key
print metrics that companies can
use to maintain an efficient printer
fleet, understand individual user
print behavior, and gain insights
on trends and outliers to optimize
their print environment and reduce
costs.
Companies need to consider what
they want out of their transition
to the cloud, how to implement
the shift in an organized fashion,
and measure key performance
indicators (KPIs) along the way—
such as device utilization, pages
printed, decreased expenses, etc.

ENHANCING
SECURITY
Moving print infrastructure to the cloud and losing
local control can make a company’s security team
nervous. Securing print should be a part of a
company’s overall security strategy, and the two
should be aligned. A vendor should be able to
address concerns about any possible attack vectors,
the details and veracity of the security checks they
perform on their systems, and how their platform
takes a proactive approach to securing the platform.
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COMPLIANCE WITH EVOLVING
REQUIREMENTS

Once a company’s data is in the cloud,
they need to ensure compliance with local
requirements when it comes to data privacy
and sovereignty, or potentially face significant
fines. These include:
• Data privacy requirements: Privacy
requirements can be regional, like the
California Consumer Privacy Act, or
national, such as South Africa’s POPI Act
or the European Union’s General Data
Protection Regulation (GDPR). They are
designed to protect any data that can be
used to distinguish a person’s identity, such
as their name or social security number, by
governing how the information is collected
and stored.
• Data localization requirements:
Regional laws and customs don’t get as
much attention but are equally important.
For example, some countries like Germany,

•

France, and Russia have laws requiring
their citizens’ data to be stored on physical
servers within their physical borders.
Data sovereignty requirements: This
is the idea that data is subject to the laws
of the country in which it is collected.
More than 100 countries have passed
such laws as digital transformation moves
more data into the cloud. The GDPR also
contains data sovereignty regulations for
EU citizens.

Companies need to ensure they adhere to local
requirements and be able to manage what data
is collected and where it is stored.
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KEY STEPS FOR MIGRATING PRINT
TO THE CLOUD
How, exactly, does an organization move print
infrastructure to the cloud? It’s helpful to view
the transition in terms of the “crawl, walk, run”
mindset. Implementation requires planning,
testing, and reflection and is best done with a
small group of pilot users who represent your
typical users and are friendly to the endeavor.
While companies may be eager to deploy the
solution in its entirety, change management is
an incremental process. After the pilot phase,
for example, it might be wise to implement
changes in separate phases, deploying them
department by department or region by
region. Either way, phasing in the system
requires constant communication with
employees throughout to learn and garner
support for the new system. This stage can
take weeks or months, depending on the size
of the company.
The final phase focuses on widespread
deployment, post-deployment communication,
and troubleshooting. Even if the planning
and initial testing phases run smoothly, new
needs often crop up, and there may be overall
resistance to change. At this point, the key
is having a vendor who understands the
intricacies of the entire change management
process and provides services to complement
their solution.
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PREPARE FOR THE TRANSITION
Change can be controversial and uncomfortable, so
overcoming employees’ fears, uncertainty, and doubt by
clearly articulating the new goals and strategies early on,
and explaining how their cooperation will benefit them
and help achieve company goals can go a long way in
heading off resistance. It’s also important to solicit
employee feedback after implementation to ensure cloud
migration has the desired effect.
There are unique security risks when mobile devices try
to connect to the cloud. Employees need clear, helpful
instructions so they understand why mobile devices
will need encryption, password enforcement, network
control, up-to-date operating systems, security patches,
etc. Educating on any new policies and mindful printing is
also critical information that should be communicated to
employees.
Companies will also need to identify outliers. These users
and workflows may not align well with primary print
targets. They can include transactional or batch
printing or high-end design printing such as marketing
materials. These outliers may require more materials,
special paper and ink, and finishing options that can
only be done from specific machines. It may be the case
that core printing needs required by the majority of
employees can be migrated to the cloud while specialty
printing impacting a handful is not.
Overall, the key is to focus attention on migrating the
core target group of employees to the cloud without
letting the outliers hold up plans.
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OVERALL, THE
KEY IS TO FOCUS
ATTENTION ON
MIGRATING THE
CORE TARGET
GROUP OF
EMPLOYEES
TO THE CLOUD
WITHOUT LETTING
THE OUTLIERS
HOLD UP PLANS.
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THE CRAWL PHASE:
BUILD THE SOLUTION
Companies starting from scratch will first need to choose a vendor and appoint an internal
project team to help manage the transition. This team, along with experts from the vendor,
should be tasked with assessing the company’s current print state and developing a high-level
project plan that can be implemented without much disruption to employee productivity.

UNDERSTAND HOW YOUR
COMPANY PRINTS

DEFINE CYBERSECURITY
REQUIREMENTS

The group in charge of the transition will
assess how the company’s employees print and
identify critical print workflows.
• Who are their typical users?
• What and how much do they print?
• What printers are they using?
• What platforms and applications are they
printing from?

Once it’s clear that a cloud solution is viable,
the project team needs to clear it with the
company’s security team. Their buy-in is crucial
and allows the team to integrate security and
compliance requirements and goals into their
plan. Of course, they should be apprised of the
overall endeavor when it’s approved by
management, and they may play a role in the
implementation team.

While it makes sense to start planning with
typical users in mind, the team must consider
the needs of the outliers and how to address
them. However, it’s important not to let the
plan stall based on the needs of the 1%.

Cybersecurity is often in the purview of
the company’s legal team as well. They will
need to be looped in to the plan to ensure
compliance with local data privacy, security,
and sovereignty requirements.

In the planning stages, working with a pilot
group will provide an understanding of the
current situation such as how print queues
are mapped to servers and what tools are on
these employees’ workstations. The team must
also understand impacts to other software and
applications so there’s no system disruption.
Once this is understood, the team can test
and validate the new solution by deploying
the platform and assessing the response of
systems and employees.

Other considerations in this planning stage can
include:
• Deciding which departments will handle
technical, legal, cybersecurity, and overall
management issues
• Considering any other upgrades or rollouts
happening simultaneously
• Identifying departments that may be
affected by the rollout
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THE WALK
STAGE:
FOCUS ON
EMPLOYEE
EXPERIENCE
In the second stage of the print
cloud migration strategy, the
project team continues to deploy
the solution within the pilot group
and assess its sufficiency, asking
questions such as:
• Has the communication and
training with the pilot group
been effective?
• Was the software installed
correctly?
• Has this group successfully
used the new cloud printing
solution?
• What are their pain points? Are
there gaps in their knowledge
that need to be filled?

TEST AND ITERATE
By testing and collecting feedback, the project
team can alter the plan to avoid disruptions down
the line. Even if the technology works flawlessly,
implementing a new solution is bound to bring up
questions.
If implementation with the pilot group goes well, the
team can scale up its operation to larger, predefined
groups. Doing this in an organized fashion helps
to understand the needs of different types of
employees who may require specialized training.

REFINE GUIDELINES
Troubleshooting the initial concerns of the focus
group will help the team modify their plan for a
smooth, large-scale rollout. A company’s needs will
determine the rate of this rollout.
By the end of the “walk” stage, the team should
have successfully migrated a group of employees
to the cloud, developed relevant instructions and
Help Desk support, and clinched the support of
management teams. Cybersecurity concerns
—and possible tests—should be squared away as
well before proceeding.

13

SECTION 3: KEY STEPS FOR MIGRATING PRINT TO THE CLOUD

THE RUN STAGE: DEPLOYMENT
Ideally, the final stage involves a smooth rollout to the rest of the company. The team will have a
schedule by which to implement the plan to different units and clearly communicate objectives
and instructions to employees so they understand timelines and responsibilities.

FINALIZE THE PROJECT PLAN
FOR ROLLOUT
A good rollout plan is also flexible enough
to accommodate any potential technical or
scheduling problems.
Implementing large-scale projects is rarely
easy or entirely smooth. Anything from new
pandemic restrictions and office closings to
system glitches can interrupt the schedule,
so accounting for potential speed bumps and
roadblocks in advance will help keep a company
on track and on budget.

CONTINUE TO COMMUNICATE
WITH USERS
Communication with employees is an ongoing
necessity. The team should expect to deliver the
following before, during implementation, and
immediately post-rollout:
• Reminders about the plan and rollout
schedules
• The dates of any training sessions users
might need
• Information regarding when printers will be
unavailable
• Details about troubleshooting and who to
call for assistance
• Any new ID cards or codes employees will
need to use to print
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CONSIDER SIGNAGE ON PRINT DEVICES
Even the best efforts at communication may fail to reach every employee. That’s why companies
should consider attaching signage by their printers that explain the new system—either on the
device or on the wall next to it—where it can be easily noticed at eye level.
The speed of the entire migration will depend on a company’s culture and tolerance for change.
Employees may be change-averse or quick to adapt depending on the industry and the company’s
previous digital transition attempts.
Small to medium-sized companies with tech-savvy employees may be able to accomplish much
of their “walk” and “run” phase deployments very quickly, within 1-2 weeks. Larger companies can
typically expect the process to take between 1-3 months, though results vary widely. Because cloud
solutions have fewer moving parts in general than on-premises solutions, more change can
typically happen in a shorter timeframe.
Keep in mind that the Project team usually still maintains their regular, day-today job duties while
they tackle this project, so it may not be their primary focus. Communicating that to the vendor up
front will help everyone manage their expectations.

MIGRATING TO
THE CLOUD ISN’T
NECESSARILY EASY,
BUT WITH THE RIGHT
APPROACH,
COMMUNICATIONS,
AND PARTNER,
IT CAN BE DONE WITH
MINIMAL DISRUPTION.
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CONCLUSION
Print is an essential service that organizations
provide their employees, but it doesn’t often
make it into their technology strategies and
digital transformation efforts.
Cloud migration is no easy feat. But with the
right partnership, a company can establish
a print management solution in the cloud
that eliminates infrastructure, saves money,
supports mobile and remote workers,
enhances security, and takes the pressure off
on-site IT professionals so their services can
be utilized elsewhere.
Pharos has been providing enterprise print
management solutions for over two decades.
To learn how you can take advantage of the
benefits of migrating your print infrastructure
to the cloud, request a demo of Pharos Cloud,
our secure, comprehensive cloud-based print
management system.

References:
[1] https://www.gartner.com/en/newsroom/press-releases/2021-08-02-gartnersays-four-trends-are-shaping-the-future-of-public-cloud
[2] https://www.lexmark.com/content/dam/lexmark/documents/whitepaper/y2020/IDC_Next-Gen-Print-Infrastructure-Services_en-US_compressed.pdf
[3] ibid
[4] https://www.businesswire.com/news/home/20130206005426/en/IDC-Analysis-Tablet-Smartphone-Users-Debunks-Printing
[5] https://www.idc.com/getdoc.jsp?containerId=prUS46809920
[6] https://www.pharos.com/blog/zero-trust-networks-trend/
[7] https://newsroom.ibm.com/2021-07-28-IBM-Report-Cost-of-a-Data-Breach-Hits-Record-High-During-Pandemic
[8] https://www2.deloitte.com/us/en/insights/industry/technology/whyorganizations-are-moving-to-the-cloud.html

