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INTRODUCTION

On August 4, 2021, Eskenazi Health suffered an attempted ransomware attack, prompting the 
hospital to shut down its computer networks and emergency room, diverting all ambulances to 
other nearby hospitals. The facility, a Level 1 trauma center responsible for handling patients 
with the most life-threatening conditions, remained on diversion for a few days, forcing them to 
postpone elective procedures.1 

On October 7, 2021, sensitive and legally protected records from the Manhasset Union Free School 
District were dumped onto the dark web.2 These included student grades, disciplinary records, 
as well as the names and health conditions of children attending these schools. The hackers 
demanded a ransom for the data but insisted the school’s offer was too low. 

Both organizations were attacked by a hacker collective known as Vice Society. The group is known 
to gain entry to systems by exploiting PrintNightmare, a security vulnerability in the print spoolers 
of systems running Microsoft Windows. The vulnerability allows cybercriminals to gain system 
privileges and install malware or ransomware.

While it may seem surprising that printers pose such a significant security risk, they’re typically an 
afterthought in most cybersecurity plans and don’t receive the attention of other systems. That’s 
precisely what makes them a target for bad actors.

INTRODUCTION

This eBook describes the nature of the 
PrintNightmare vulnerability, how it 
evolved, why many organizations are 
still vulnerable, and what companies 
can do to best protect themselves from 
similar security breaches. 

Cybersecurity experts have been losing 
sleep over PrintNightmare since June 
8, 2021, and one thing is clear: this 
nightmare is far from over.



2

SECTION 1: THE PRINT SERVER AND PRINTNIGHTMARE

THE PRINT SERVER AND 
PRINTNIGHTMARE
PrintNightmare wasn’t born out of bad intentions, but rather a misunderstanding. To understand 
the nature and scope of this security vulnerability, it’s crucial to recognize how print servers 
work, why they may be vulnerable to security breaches, and why security patches are integral to 
maintaining a secure print ecosystem.

WHAT ARE PRINT SERVERS? 
WHY ARE THEY VULNERABLE?
Personal printers are typically connected directly to computers via USB or Wi-Fi. 
Users download drivers, plug the printer into a computer’s USB port, then print 
jobs are transmitted directly from the computer to the printer.

As organizations get larger and more people print to the same printers and more 
printers are added, print servers create more efficiency, routing print jobs to the 
right printer, holding them until the printer is ready, and centralizing management 
of the printers.

Print servers allow multiple computers to send print jobs to the same printer. 
When an employee submits a print job to a shared printer, a print file is streamed 
to a server where it is then allocated to the appropriate network printer. In 
Windows, all of this is done through the Windows Print Spooler Service. 

Spoolers are significant because domain controllers often use them to add or 
remove printers from the network. These domain controllers typically have system 
privileges and allow authenticated users to remotely connect to the spooler, 
bypassing security protocols. The Windows Print Spooler service has even more 
permissions and serves as a centralized place to manage printers on the network. 

The inherent permissions required to manage print jobs and update machines 
across a network leave the system vulnerable to bad actors. In the case of 
PrintNightmare, Windows print spoolers were used to improperly perform 
privileged file operations, giving attackers the ability to perform malicious acts due 
to the privileges they were able to obtain. As a result, hackers were able to install 
programs, view, alter, or delete data, and create new accounts on the server with 
full user rights.4
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SECTION 1: THE PRINT SERVER AND PRINTNIGHTMARE

THE EVOLUTION OF 
PRINTNIGHTMARE
On June 8, 2021, Microsoft issued a fix for a low-severity local privilege escalation (LPE) 
vulnerability in their print spooler software.5 This vulnerability, referred officially to as CVE-2021-
1675, enabled a user with access to an unpatched Windows computer to elevate their privileges on 
that computer.

While this posed a serious security threat, Microsoft soon realized the problem was actually 
more extensive and upgraded the issue (which had been fixed) to a remote code execution (RCE) 
vulnerability on June 21, 2021, with the following message:

Microsoft’s update of the scope was much more serious than originally described. While a local 
privilege escalation vulnerability allows an existing user on a computer to gain more access, a 
remote code execution allows a hacker to gain access to an otherwise secure system. Combine 
the two and it’s an all-you-can-eat buffet. Since Microsoft issued a fix on June 8, security experts 
initially thought there was little reason for concern.

A week later on June 27, information security firm Sangfor Technologies published a proof-of-
concept exploit on GitHub and announced it on Twitter on June 27, indicating the vulnerability they 
were addressing was CVE-2020-1675.7

However, there were two problems: 
1. Sangfor’s exploit targeted a bug similar but not identical to CVE-2021-1675 Microsoft had not 

patched this new vulnerability
2. Sangfor Technologies removed the content immediately, but it was too late. Copies had already 

spread online. 

On June 29, 2021, Microsoft defined this new vulnerability as CVE-2021-34527. This had a different 
attack vector but used the same vulnerability in the print spooler service, and no longer required 
local access. In Microsoft’s own words, attackers would be able to exploit the bug to “install 
programs; view, change, or delete data; or create new accounts with full user rights.”8 It was 
dubbed “PrintNightmare,” and all versions of Windows were vulnerable. 

“Corrected the CVE title to address the vulnerability as remote code execution. In the Affected 
Products table, corrected the Impact to Remote Code Execution and the Severity to Critical. This is 
an informational change only.”6
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SECTION 1: WHAT IS PRINT OPTIMIZATION AND WHY IS IT IMPORTANT?

Security updates in early July contained patches for both CVE-2021-1675 and the additional 
PrintNightmare remote code execution (RCE) exploit documented in CVE-2021-34527. However, 
installing the updates rendered print inoperable. The patches also disabled anyone without 
administrator privileges from installing or managing printers shared on the print server.9 

There have been other variations of the PrintNightmare bug, starting with the Sangfor exploit. 
These bugs are collectively known as PrintNightmare and are being weaponized by hacker 
collectives such as Magniber and Vice Society.10

Microsoft provided out-of-band updates with patches to keep up with zero-day attacks. In 
September 2021, Microsoft released the last remaining patches, and security researchers 
confirmed that the PrintNightmare bugs appear to be fixed.11 

While it may seem like the nightmare is over, that’s only the case for those who diligently installed 
all of the patches on their Windows client and server operating systems, especially those with 
devices that host the organization’s print spooler service. Even then, PrintNightmare has continued 
to create headaches for organizations and their IT departments, and some hacks from previous 
months have likely yet to be revealed. 

THE AFTERMATH OF 
PRINTNIGHTMARE
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Hackers may still possess records stolen from organizations in the months leading up to the 
PrintNightmare patches, and they could use those in future extortion attempts. But the biggest 
threat to companies running the Microsoft Print Spooler is continued exploitation of the 
vulnerability for anyone who has not downloaded the latest Microsoft patches.

Organizations concerned about PrintNightmare can take steps to protect their data in the 
following ways:
• Update Security Patches
• Disable Print Spooler Services
• Eliminate Windows-Based Print Servers
• Move Print Services to the Cloud

PROTECTING AGAINST 
PRINTNIGHTMARE

SECTION 2: PROTECTING AGAINST PRINTNIGHTMARE
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UPDATE SECURITY 
PATCHES

DISABLE PRINT 
SPOOLER SERVICES

The first line of protection against PrintNightmare is 
to apply the latest patches and security updates from 
Microsoft. However, there’s no reason to believe hackers 
won’t discover and exploit new vulnerabilities before 
Microsoft can patch them. In many cases, malware or 
ransomware has already been installed, and hackers are 
waiting for the right moment to unleash the code.

While patching vulnerabilities seems like a straightforward 
answer to PrintNightmare, these solutions have led to 
further problems. The patches have caused issues with 
network printing, cutting some employees off entirely. 
That’s because Microsoft’s solutions were primarily 
focused on tightening security rather than fully patching 
the vulnerabilities. Many organizations have removed the 
patches to enable employee printing where it is urgent. 

A short-term solution to PrintNightmare is to identify all 
computers running Microsoft Print Spooler services and 
disable them on domain controllers and other high-risk 
systems. This is possible via PowerShell or the Group Policy 
Editor. However, doing so will disable printing across the 
organization.

For large companies or those that don’t yet have digital 
tools to replace paper, this is not a viable long-term option 
and will disrupt productivity. 

SECTION 2: PROTECTING AGAINST PRINTNIGHTMARE



7

SECTION 2: PROTECTING AGAINST PRINTNIGHTMARE

ELIMINATE WINDOWS-BASED 
PRINT SERVERS

MOVE PRINT SERVICES 
TO THE CLOUD

Windows-based print servers are likely to be threatened by security vulnerabilities that require 
immediate and regular patching, and those patches may not always arrive before damage is done. 

Additionally, managing vendor drivers can introduce increased vulnerability because they require 
implementation as a shared resource due to the way that Windows handles driver deployment. 
Internal IT teams may find it difficult to select a print driver developed with security foremost in 
mind. For example, the Simple Network Management Protocol (SNMP) and other commonly used 
protocols are vulnerable to man-in-the-middle attacks through file replacement, proxy monitoring, 
or other means. This gives an attacker the ability to compromise the integrity of the server and 
provide the base for lateral movement and privilege escalation across the network.Eliminate 
drivers and eliminate this attack surface. A cloud-based secure printing solution that does not rely 
on manufacturer drivers doesn’t require a network administrator to configure communications 
protocols, enforcing secure connectivity by default.12

An alternative to disrupting print within your organization 
is moving print services to a secure cloud-based print 
management solution. Well-designed cloud-based solutions 
don’t rely on manufacturer drivers or require network 
administrators to configure communications protocols. They 
also eliminate the risk of multi-use servers that perform dual 
functions such as file sharing. In other words, they eliminate 
the attack surfaces that PrintNightmare exploited. 

A cloud-based solution that isn’t reliant on vendor drivers 
that require regular updates reduces IT burden and enhances 
security since print queues are secured in the cloud. The 
right cloud solution can support mixed print environments 
with varying manufacturers and device models, so IT doesn’t 
have to keep up with various updates and drivers. In addition, 
well-designed cloud platforms leverage industry standards to 
provide end-to-end encryption of the print data.
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SECTION 3: STRENGTHENING PRINTER SECURITY AS A LONG-TERM SOLUTION

The world might have learned a lesson after the 2010 discovery of Stuxnet malware, which also 
exploited zero-day flaws in computers running Microsoft Windows, one of which allowed hackers to 
perform remote code executions on computers with printer sharing enabled. Ironically, Microsoft 
was aware of the print spooler flaw but had not yet patched it.14 The vulnerability had been around 
since at least 2009, and years later, hackers were still able to use the technique.  

It’s clear that printer infrastructure security requires more attention and long-term solutions, namely 
eliminating print servers. In the meantime, organizations have a few options to lock down their print 
infrastructure.  

STRENGTHENING PRINTER SECURITY 
AS A LONG-TERM SOLUTION



9

SECURE NETWORK 
PRINT DEVICES

SECURE PRINT DATA

Every printer on a company’s network should be 
protected by the company firewall, default password 
changed, and all unnecessary features turned off. 
Firmware should be automatically updated as well, and 
all patches downloaded immediately. It’s also critical 
to double-check on these security features after 
performing a factory reset following any repair since 
printers may revert to their “open” status.15

Another necessary component of securing devices is 
creating a print policy and educating employees who 
work directly with printers to abide by it. Explaining 
just how much damage a printer vulnerability can cause 
should be enough to convince anyone to take basic 
steps to secure their devices. This education is most 
crucial for IT departments, which should keep up with 
evolving industry standards on print security.  

In addition to basic security settings, it may be 
important, depending on the organization, to control 
access to printers by requiring authentication and 
authorization protocols such as PIN numbers, proximity 
badges, or smart cards in order to track and manage 
who can use a particular machine. 

When documents are transmitted to printers, they 
are at risk of being intercepted if a network has 
been compromised. And, as we’ve seen, they’re also 
vulnerable in the print spooler. Employing encryption 
techniques adds another layer of security.

SECTION 3: STRENGTHENING PRINTER SECURITY AS A LONG-TERM SOLUTION
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CONCLUSION: WAKING UP FROM PRINTNIGHTMARE

Passwords, user access restrictions, encryption, and clean-up features are all part of good printing 
practices. Still, strengthening printer security is best done by eliminating print servers and 
employing cloud-based solutions. Nearly 90% of enterprise businesses have suffered data loss 
because of unsecured printing, so these steps are more than mere precautions.17 The potential 
risks of a new PrintNightmare on businesses and critical infrastructure are reason enough to find a 
secure solution. 

Pharos Cloud is a secure cloud print management platform that eliminates the need for printer 
servers and vendor print drivers. In addition, the cloud platform reduces the overhead of the IT 
organization when the next zero-day vulnerability occurs.   

PrintNightmare is not over. In fact, cybersecurity professionals have their doubts about whether 
every vulnerability has been sufficiently patched.18 Further research may reveal gaps of greater 
complexity as time goes on. It’s all a testament to how complex software has become—and how 
savvy cybercriminals have become as well. User error is another issue; not every patch will be 
applied correctly 100% of the time. That’s not to say the print nightmare will never be over, but it 
will likely require more work than organizations first thought.  

CONCLUSION: WAKING UP FROM 
PRINTNIGHTMARE

The best way to wake up from 
PrintNightmare is to employ a 
long-term cloud-native solution like 
Pharos Cloud.

Contact Pharos to learn how 
to enhance you organization’s 
cybersecurity posture
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