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1 Introduction

An organization’s data is often its most valuable asset, guiding strategy 
and enabling informed decisions. Reliance on technologies such as cloud 
computing and data analytics has increased the importance of data 
dramatically, but new regulations safeguarding personal data make it more 
challenging for organizations to handle and use it. Companies must adhere to 
local requirements on what data is stored, how it can be stored, and where it 
can be stored.

In May 2018, the European Union began enforcing the General Data 
Protection Regulation (GDPR), a data privacy law designed to enhance 
individuals’ control and rights over their personal data. GDPR grants EU 
citizens the right to expect that their data is being collected, used, stored, 
transferred, and disposed of in the correct manner. Although it only protects 
EU citizens and residents, it impacts any organization handling data of any 
citizen of Europe—regardless of the organization’s location. Organizations 
that don’t comply face heavy penalties of up to 4 percent of their global 
annual revenue or €20 million (~$20 million)—whichever is higher1.

Since GPDR came into full effect, many other countries and states have 
adopted, or are considering adopting, similar data privacy legislation. 
According to the United Nations Conference on Trade and Development,  
137 countries have legislation to secure the protection of data and privacy2. 
From the California Consumer Privacy Act (CCPA) in the US to the Act 
on the Protection of Personal Information (APPI) in Japan, organizations 
around the world that collect and process personal information must follow 
stringent data privacy requirements or face significant fines3. Many of these 
data privacy laws limit the disclosure of personal information to third parties, 
including third-party cloud providers4. 

1   Wikipedia. (n.d.). General Data Protection Regulation. Retrieved June 3, 2022, from https://en.wikipedia.org/wiki/
General_Data_Protection_Regulation

2   United Nations Conference on Trade and Development. (n.d.). Data Protection and Privacy Legislation Worldwide. 
Retrieved June 3, 2022 from https://unctad.org/page/data-protection-and-privacy-legislation-worldwide

3   Coos, A. (2022, March 8). Data Protection Legislation Around the World in 2022. Endpointprotector.com. https://www.
endpointprotector.com/blog/data-protection-legislation-around-the-world-in-2022/

4   InCountry. (2021, May 14). Understanding Data Sovereignty. InCountry.com. https://incountry.com/blog/understanding-
data-sovereignty/3 
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To complicate matters for global organizations, many countries’ data privacy 
regulations have requirements around data sovereignty and data residency—
impacting how data can flow between national borders. Data sovereignty 
refers to the idea that data is subject to the laws and governance within the 
nation it is collected. In many cases, this impacts where the data can be 
geographically stored—a term known as data residency5, and organizations 
will have different responsibilities for data stored in different geographies. 

Because of the distributed nature of the cloud, organizations are concerned 
about their ability to comply with local data privacy and data sovereignty 
requirements. Pharos Cloud is hosted in Oregon, USA and captures, 
processes, and stores print job information for reporting purposes in the 
Pharos Insights analytics platform. This print job information can include 
employee information typically classified as Personal Identifying Information 
(PII)—including name, phone number, email address, and location. In 
addition, Pharos Cloud allows organizations to store users’ Pharos Secure 
Release print jobs in the cloud. Therefore, it is important for organizations 
to understand how Pharos Cloud handles data, and how Pharos Clouds’ 
Data Privacy and Regional Document Storage capability helps organizations 
adhere to local data privacy and data sovereignty requirements by providing 
control over 1) what print job information is collected for reporting purposes, 
and 2) where Secure Release print jobs are stored at rest.

4 5   Google. (n.d.). Implement data residency and sovereignty requirements. Retrieved June 3, 2022, from https://cloud.
google.com/architecture/framework/security/data-residency-sovereignty
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2 Pharos Cloud Regions

Pharos Cloud’s Data Privacy and Regional 
Document Storage capability uses the concept 
of a “Region” to control storage of Secure 
Release print jobs, as well as the print job 
information collected for reporting purposes in 
Pharos Insights. A Region is a logical definition 
that maps to a geographic location.  With 
the Data Privacy and Regional Document 
Storage capability enabled, an Administrator 
can configure Data Privacy Region settings 
through the Pharos Cloud web console by 
choosing the Default Region and enabling up 
to 21 pre-defined geographic Regions where 
Pharos Secure Release print jobs will be stored 
at rest in the period between print submission 
and print release. These Regions correlate 
directly to secure AWS S3 repositories globally. 
Administrators simply choose the Region(s) 
closest to their organization’s location(s) and 
enable them with a toggle switch in the Pharos 
Cloud web console. Without the Data Privacy 

and Regional Document Storage license, only 
the US West (Oregon) Region that hosts Pharos 
Cloud is available. 

In addition, each Region comes with a pre-
defined data collection setting that determines 
which print job information for Pharos Direct 
Print, Pharos Print-at-Home, and Secure 
Release print jobs are collected, hidden, or not 
collected for reporting in the Pharos Insights 
analytics platform. Administrators can customize 
data collection settings for each enabled Region 
if the default settings are not suitable. 

Administrators may deploy Regions to Users’ 
workstations after pre-configuring Print Scouts 
with the Print Scout Configuration tool. Print 
Scout is an application that monitors printing 
activity throughout an organization from the 
servers and/or workstations on which it is 
installed. It collects comprehensive information 
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• Africa (Cape Town)

• Asia Pacific (Hong Kong)

• Asia Pacific (Tokyo)

• Asia Pacific (Seoul)

• Asia Pacific (Osaka)

• Asia Pacific (Mumbai)

• Asia Pacific (Singapore)

• Asia Pacific (Sydney)

• Canada (Central)

• Europe (Frankfurt)

• Europe (Stockholm)

• Europe (Milan)

• Europe (Ireland)

• Europe (London)

• Europe (Paris)

• Middle East (Bahrain)

• South America (Sao Paulo)

• US East (N. Virginia)

• US East (Ohio)

• US West (N. California)

• US West (Oregon)

Pharos Cloud Data Privacy Regions

https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
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about each print job, including who submitted it, when it was submitted, 
which print device was used, and more. The print job information collected 
by Print Scouts is sent to the Pharos Cloud for reporting in Pharos Insights. In 
addition to collecting print job information, Print Scouts manage the secure 
release of print jobs by:

•    Storing encrypted print jobs on the workstation and optionally uploading  
a backup copy to the cloud

•    Decrypting and sending print jobs to Pharos-secured print devices

Configuring a Region is not available for non-Print Scout clients (iOS, iPadOS, 
Android, Chrome OS and Linux). This includes pre-configuring a Region by 
the Administrator in the client package or setting a Region by the user in the 
client. In this case, an Administrator must set users’ data privacy Regions by 
data import into Pharos Cloud via the Pharos Cloud web console.

Every user in Pharos Cloud is assigned to a Region. The Region in which a 
user’s documents are stored is chosen based on the following hierarchy:

1.  User Specified Region: Set in the Sentry Print desktop app by a user or 
imported by an Administrator in the Pharos Cloud web console

2. Print Scout Region: Set by an Administrator when Print Scouts are  
 deployed
3. Default Region: Set by an Administrator via Pharos Cloud web console

The Default Region is the Region set up in the Pharos Cloud web console 
by an Administrator. This is the Region that is used when no Region is set at 
the Print Scout or User Specified level. Initially, only the US West (Oregon) 
Region is offered and is set as the Default Region. Administrators with 
the Data Privacy and Regional Document Storage license can choose to 
enable additional Regions for users and change the Default Region for the 
organization if required. Each region comes with pre-defined information 
collection setting (determining which print user information is collected, 
hidden, or not collected). Print job information collection settings can be 
customized if the default settings are not suitable. There is one Default 
Region per tenant, and only an Administrator can set their Default Region.
The Print Scout Region is the Region that’s selected by an Administrator 

6 
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creating the Print Scout Deployment Package using the Print Scout 
Configuration app. When the Print Scout is deployed on users’ workstations, 
this Region takes precedent and overrides the organization’s Default Region. 
This is particularly useful for organizations that are geographically spread 
across multiple countries. For example, an organization that has its main 
headquarters in New York City and a regional location in Berlin, Germany 
can set their Default Region to the US East (N. Virginia) Region. When Print 
Scouts are deployed in the Europe office, an Administrator can override this 
to specify Europe (Frankfurt) as the storage Region using the Print Scout 
Configuration app. Users working in the US HQ will have their documents 
stored in the organization’s default US East (N. Virginia) Region while Users 
from the European office will have their documents stored in the Europe 
(Frankfurt) Region. The Sentry Print mobile applications for iOS, iPadOS, and 
Android use the employee’s current Region and Collection Policy as defined 
by the Print Scout Region. The Sentry Print mobile app will inherit the same 
Region as the User’s workstation Print Scout when the Print Scout Region is 
set by the Administrator.

The User Specified Region is selected by the User from the Sentry Print 
desktop application or imported by an Administrator via the Pharos Cloud 
web console. The User Specified Region enables users that are traveling 
to switch Regions by themselves without having to reach out to an 
Administrator. The User Specified Region takes precedent over both the 
Print Scout Region and Default Region. Whichever method is performed last 
becomes the user’s Region. For example, if the Administrator imports a User 
Region, and afterwards, the user sets a different Region, the User Specified 
Region will be the one set last by the user. If the Administrator then imports a 
User Region, it will override the one set by the user. Once a Region has been 
selected, data privacy settings for the new Region will be applied. The Region 
that the Secure Release document was originally submitted in will determine 
its data privacy collection settings and where it is stored. 

7 
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3 Data Privacy

To address the privacy of information being collected from Direct Print, 
Print-at-Home, and Secure Release print jobs for reporting purposes, which 
can include personally identifiable information pertaining to an organization’s 
employees, Pharos Cloud’s Data Privacy and Regional Document Storage 
capability allows Administrators to define what print job information is 
collected in each Region (vs. a single global setting). 

Each Region has its own default data privacy settings as defined by Pharos. 
However, Administrators can create custom data privacy settings for each 
enabled Region that take precedent over the default Region settings. Simply 
select whether to “Collect”, “Collect and Hide”, or “Do Not Collect” the 
following information for each print job:

•   Document Name
•   Name (i.e. Employee ID)
•   Domain
•   Full Name
•   Email
•   Phone Number
•   Department
•   Position
•   Manager
•   Location

Fields that are categorized as “Collect and Hide” are hashed and pseudo 
anonymized in Pharos Insights reporting. Fields that are categorized as 
“Do Not Collect” are removed and not included in the reporting.
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Default Data Privacy Collection Settings

9 

Regions
•   Africa (Cape Town)
•   Asia Pacific (Osaka)
•   Asia Pacific (Mumbai)
•   Asia Pacific (Singapore)
•   Asia Pacific (Sydney)
•   Canada (Central)
•   Middle East (Bahrain)
•   US East (N. Virginia)
•   US East (Ohio)
•   US West (N. California)
•   US West (Oregon)

Regions
•   Asia Pacific (Hong Kong)
•   Asia Pacific (Tokyo)
•   Asia Pacific (Seoul)
•   Europe (Frankfurt)
•   Europe (Stockholm)
•   Europe (Milan)
•   Europe (Ireland)
•   Europe (London)
•   Europe (Paris)
•    South America (Sao Paulo)
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Once a Secure Release job has been printed 
or deleted from regional storage, regional data 
privacy settings are applied to the print job 
information for reporting purposes. 

Pharos Cloud (hosted in Oregon, USA) will 
retrieve the encrypted print job and print job 
information from the user’s Regional storage and 
transmit it to the Print Scout that will release the 
print job to remove or hide fields based on the 

Region’s data privacy settings. The Print Scout 
then transmits the new set of print job information 
back to Pharos Cloud for use in Pharos Insights.  

For Direct Print and Print-at-Home jobs, the Print 
Scout will remove or hide the appropriate fields 
once the job is submitted.

Pharos Secure Release:

1)  Pharos Cloud retrieves encryted print job and print 

information from Regional Storage

2)  Pharos Cloud transmits the encrypted print job and 

print job information to the Print Scout that will release 

the print job

3)  Print Scout obfuscates fields based on regional data 

privacy settings and transmits new set of print job 

information to Pharos Cloud for use in Pharos Insights

Note: Print job information for Direct Print and  

Print-at-Home are immediately obfuscated and 

transmitted to Pharos Cloud when the jobs are submitted.

         

Obfuscation of Print Job Information

Pharos Cloud 
hosted in  
Oregon, USA

Regional Storage 
Sao Paulo,  
Brazil

2

1

3

Workstation with Print Scout
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4 Regional Document Storage 

With Pharos Cloud’s Secure Release workflow, 
a copy of a print job is temporarily stored in the 
cloud if the cloud backup option is enabled. This 
allows the print job to be released even if the 
originating workstation is offline or does not have 
network line of sight to the printer by routing it to 
the printer through another available Print Scout. 
Organizations can prevent print jobs from being 
stored in the cloud by not enabling cloud backup. 
In this case, however, the user will not be able to 
release the job if the originating workstation is 
offline or does not have network line of sight to 
the printer. 

For non-Print Scout submissions (iOS, iPadOS, 
Android, Chrome OS, Linux), the document will 
always be stored in the Pharos Cloud.  

Pharos Cloud’s Data Privacy and Regional 
Document Storage capability enables 
organizations to store their users’ Secure Release 
print jobs at rest regionally (vs. in Oregon, where 
Pharos Cloud is hosted). Cloud storage applies 
only to Secure Release print jobs—it does not 
apply to the print jobs of the direct-to-printer 
workflows of Direct Print or Print-at-Home.

On the user’s workstation, once a user submits 
a document to be printed, an encrypted backup 
copy of the print job and print job information is 
sent to Pharos Cloud hosted in Oregon. Pharos 
Cloud determines the User’s assigned Region and 
transmits the encrypted print job and print job 
information to Regional storage. 
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1)  Pharos Scout transmits an encrypted backup copy of 

the print job and print job information to Pharos Cloud

2)  Pharos Cloud determines user’s Region and transmits  

the encrypted print job and print job information to  

Regional storage

Pharos Cloud 
hosted in  
Oregon, USA

Regional Storage 
Sao Paulo, Brazil

2

1

Printer

Workstation with Print Scout

Pharos Secure Release – Cloud Storage Job Submission
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Pharos Secure Release – Cloud Storage Job 
Release
Cloud storage job release is used whenever the 
User’s workstation is offline, does not have line 
of sight to the printer, or the document was 
submitted from a non-Print Scout submission 
(iOS, iPadOS, Pharos Chrome Print, Linux).  
Once a User authenticates at a print device to 
release their print job(s), authentication data 
gets sent to Pharos Cloud (hosted in Oregon)  
for processing. After successful verification,  
the job release request gets sent to Pharos 
Cloud, where:

1.  The Pharos Cloud service identifies an 
available Print Scout to deliver  
the print job to the printer

2. Identified Print Scout requests print job to 
be retrieved from  
 Regional storage
3.  Pharos Cloud retrieves the encrypted 

print job and print job information from 
Regional storage and transmits it to the 
Print Scout

4. Print Scout delivers the print job  
 to the printer 
5.  Print Scout obfuscates the print job 

information and transmits the new print 
job information to Pharos Cloud

12 

1)  Authentication data transmitted from Printer to Pharos 

Cloud to be processed

2)  Once successfully verified, job release request sent to  

Pharos Cloud

3)  Pharos Cloud Service identifies an available Print Scout 

to deliver print job to printer

4)  Identified Print Scout requests print job to be retrived 

from Regional storage

5)  Pharos Cloud retrieves the encrypted print job and print 

job information from Regional storage

6)  Pharos Cloud transmits encrypted print job and print 

job information to Print Scout

7)  Print Scout delivers print job to the printer

8)  Print Scout obfuscates print job information and 

transmits new obfuscated print job information to 

Pharos Cloud for reporting

Secure Release – Cloud Storage Job Release

Pharos Cloud 
hosted in  
Oregon, USA

Regional Storage 
Sao Paulo,  
Brazil

1&25

7

Printer

Workstation with Print Scout
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Throughout the entire workstation-to-printer print path, Pharos Cloud leverages 
end-to-end encryption to secure data both in transit and at rest:

•  Print jobs stored on the workstation are encrypted with AES 256-bit  
zero knowledge encryption

•  Print jobs and print job information stored in the cloud have multiple 
layers of encryption:

  o  The print job and print job information is first encrypted locally 
on the workstation using zero knowledge encryption into a single 
encrypted file

  o  A copy of the encrypted job is uploaded to Pharos Cloud over 
Transport Layer Security (TLS) 1.2

  o  Once uploaded to Pharos Cloud, Amazon Simple Storage Service 
(S3) with Key Management Service (KMS) encryption is applied to 
the encrypted file

• Print jobs can be sent encrypted from Print Scouts to IPPS-enabled   
 printers over TLS 1.2 

 
For more information on Pharos Cloud’s encryption capabilities, please see the 
Sentry Print White Paper.

Guest Printing
Guest printing relies on the Default Region for the tenant. Because the guest’s 
email address is used as the job identifier, it cannot be removed or hidden, and is 
retained for reporting purposes.

Delegate Printing
The Delegate Printing capability of Secure Release enables users, or Document 
Owners, to nominate other Users (known as Delegates) to release and collect 
their print jobs on their behalf. For example, a manager can submit a document 
and delegate their assistant to release and collect the document on their behalf, 
or a remote worker can submit a document and ask an in-office colleague to 
release and collect the document on their behalf. 

If the Document Owner and Delegate are in different Regions, the data privacy 
settings of the Document Owner apply—not the Delegate’s. The documents 
will be stored in the Document Owner’s Region and obfuscation of print job 
information will be as per the Document Owner’s regional settings.

Delegate Printing
Pharos Clouds’ Data Privacy and Regional Document Storage capability  
is supported on: 

•     Pharos Print Scout desktop app for Windows and MacOS
•     Pharos Chrome Print extension for Chrome OS and Google Chrome  

web browser 
•     Pharos Sentry Print mobile app for iOS, iPadOS, and Android13 13 
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5 Conclusion

Increasing requirements around data privacy and data sovereignty are changing 
the way that organizations handle, store, and use their data. Pharos Cloud’s Data 
Privacy and Regional Document Storage capability helps organizations adhere 
to local data privacy and data sovereignty requirements by controlling where 
secure release print jobs are stored at rest and what print job information is 
collected by Region for reporting purposes. Not all print management platforms 
are created equal and not all are able to help adhere to local data privacy and 
data sovereignty requirements without requiring separate instances for each 
data storage and data privacy region. Pharos Cloud is the comprehensive  
cloud-based print management platform that supports different local 
requirements behind a single pane of glass.

If you are interested in learning more about Pharos Cloud or its Data Privacy and 
Regional Document Storage capability, contact our team at info@pharos.com.

mailto:info%40pharos.com?subject=Pharos%20Cloud%20Inquiry
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